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1 Introduction

Email remains one of the oldest yet most indispensable tools for digital commu-
nication, central to both professional and personal contexts worldwide. Despite
its vast global reach—with billions of active users and hundreds of billions of
messages exchanged daily [27]—email paradoxically remains an open and often
insecure system. The very features that underpin its universality also introduce
significant vulnerabilities in today’s interconnected world.

A critical limitation of email is its inherently open nature: anyone with an
email address can contact any other user across organizational and national
boundaries without meaningful restrictions. While this openness enables seam-
less communication, it simultaneously introduces substantial risks. Notably,
email lacks built-in mechanisms to distinguish reliably between trusted in-group
contacts—such as colleagues within a company—and unknown external corre-
spondents. This absence of contextual separation means emails typically arrive
as an unstructured stream, mixing project messages, personal communications,
and external queries without clear boundaries. Such poor contextualization im-
pedes efficient collaboration and facilitates social engineering attacks like phish-
ing [26].

Traditional email protocols, notably the Simple Mail Transfer Protocol
(SMTP), were designed without strong authentication or confidentiality guaran-
tees [18]. Email sender addresses can be trivially spoofed, and messages are not
end-to-end encrypted by default. Adversaries exploit these weaknesses to im-
personate trusted contacts, distribute malware, and deceive users into divulging
sensitive information. Phishing alone remains one of the most costly cyber-
security threats globally, affecting individuals and organizations alike through
fraudulent identities and malicious links [16].

To mitigate email fraud and spoofing, domain-level standards such as the
Sender Policy Framework (SPF), DomainKeys Identified Mail (DKIM), and
Domain-based Message Authentication, Reporting and Conformance (DMARC)
have been introduced [25]. These frameworks allow domain owners to specify
authorized sending servers, verify the integrity of messages, and define policies
for handling unauthenticated emails. However, they operate exclusively at the
infrastructure level and cannot reliably enforce security policies at the point of
user interaction. Misconfigured policies, forwarded messages, and cleverly forged
domains continue to allow sophisticated attackers to bypass server-side defenses
[6]. Moreover, technical controls alone cannot eliminate social engineering risks,
as user behavior remains the weakest link in cybersecurity [31].

Beyond these security challenges, modern workplaces face organizational
communication hurdles. Collaboration increasingly relies not only on email but
also on dedicated tools such as Slack [1] and Microsoft Teams which structure
discussions within clearly defined groups [22]. While these platforms provide
valuable contextualization and confine conversations within trusted circles, de-
pendence on multiple disconnected applications fragments communication work-
flows, making project tracking and document retrieval cumbersome. In stark
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contrast, traditional email offers little native support for context-aware collabo-
ration and fails to clearly differentiate between “in-group” members and exter-
nal parties [2]. Consequently, sensitive discussions risk exposure, and phishing
attacks thrive by masquerading as routine internal emails.

This disconnect reveals a significant gap in current digital communication
systems. Neither existing email infrastructure nor popular clients effectively
enforce group boundaries or prevent phishing at the endpoint. Server-side pro-
tections cannot substitute for user-facing policy enforcement, which is largely
absent, and user workflows are insufficiently integrated with security controls,
leaving critical vulnerabilities exposed.

Therefore, the overarching motivation of this thesis is both practical and
conceptual. Practically, organizations require solutions that embed stronger,
context-aware security directly within their email clients with minimal config-
uration effort. Conceptually, this work proposes reimagining email not as a
broadly open messaging system, but as a foundation for a “safe messenger.”
Such a messenger would incorporate successful paradigms from modern group-
ware, like strict communication boundaries and workspace channels modeled on
platforms such as Slack, while preserving the universal reach and open standards
intrinsic to email.

The specific focus is to enable maximum security and minimal setup,
ensuring users can enhance communication security without new accounts or
complex installations. Achieving this balance is essential to foster adoption and
maintain productivity. Guided by this goal, the thesis addresses the following
research question:

RQ1: Is it possible to design a usable email client that
effectively mitigates phishing attacks?

Based on this research question, the central hypothesis is formulated as
follows:

H1: We can design such a system purely based on email
and encryption.

To investigate this, the thesis proposes a prototype “Safe Messenger based
on Email.” The client enforces strict communication policies that allow users to
interact only within explicitly defined groups unless explicitly authorized other-
wise. Incoming messages from outside these groups are blocked or quarantined,
irrespective of the sender’s claimed identity. Outgoing emails to external recip-
ients are similarly restricted or marked. Internal communications are protected
by end-to-end client-side encryption and authentication mechanisms that reduce
spoofing and phishing risks. Additionally, the system supports carefully con-
trolled, curated communication with external parties under enhanced security
measures.

By combining traditional email protocols with modern cryptographic tech-
niques and clearly defined group boundaries, this approach aims to create a
secure, organized, and usable communication environment. It demonstrates
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how endpoint security can complement server-side protections, improving orga-
nizational security and teamwork while minimizing workflow fragmentation.

In summary, this thesis contributes: (1) a comprehensive analysis of secu-
rity and collaboration shortcomings in current email systems related to group
boundaries and contextual awareness, (2) the design of a secure, context-aware
email client that enforces in-group policies and phishing prevention, and (3) an
evaluation of usability and feasibility in practical deployment scenarios. This
contribution is relevant for both academic research in secure communication
and for practical implementations in enterprise environments.
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2 Related Work

While electronic mail (email) remains the foundational infrastructure for asyn-
chronous digital communication, its architecture is inherently open and uni-
versal, lacking security primitives to enforce organizational separation or group
boundaries. In recent years, the increasing need for in-group/out-group distinc-
tion, especially in the context of phishing, data leaks, and collaboration, has
spurred both industrial innovation and academic scrutiny. In this section, we
examine technical literature and standards on (a) authentication and sender
validation, (b) group-based security and messaging, and (c) enterprise attempts
to implement messenger-style safeguards within the email ecosystem.

The early protocols defining electronic mail—namely SMTP [19] and IMAP [8]
were designed in a pre-adversarial era, in which universal good faith was assumed
and little emphasis was placed on sender authentication or access control. The
ability to communicate with anyone on the Internet, while a core strength of
email, also exposes it to vulnerabilities such as spam, phishing, and spoofing.

To address the persistent problem of sender address spoofing and imper-
sonation, the community developed several email authentication standards, in-
cluding Sender Policy Framework (SPF, RFC 7208) [17], DomainKeys Identi-
fied Mail (DKIM, RFC 6376) [9], and Domain-based Message Authentication,
Reporting, and Conformance (DMARC, RFC 7489) [20]. These frameworks
allow domain owners to specify cryptographic or policy-based constraints that
receivers can use to evaluate message authenticity. In practice, however, large-
scale adoption and enforcement of DMARC remain limited: most domains never
reach the enforcement stage necessary to actively prevent spoofed emails, with
fewer than 20% of domains implementing strong DMARC policies that would
actually block unauthorized messages [33]. As a result, these protocols primarily
help to identify and monitor unauthorized email rather than to automatically
exclude it, and technical challenges in deployment can further undermine their
effectiveness.

Classic approaches for enhancing email security have focused on end-to-end
encryption and sender verification, most notably S/MIME [28] and PGP [35].
These protocols provide strong cryptographic guarantees, but do not enforce
communication boundaries by group membership or organizational affiliation.
As Ruoti et al. conclude: “The typical user is not able to correctly configure
S/MIME or PGP such that only in-group communications are possible, and
the key management burden is substantial” [29]. Whitten and Tygar famously
demonstrated that even technically competent users face significant challenges
configuring secure email correctly, often leading to failed encryption or acciden-
tal exposure [34]. More recent usability studies confirm that key management
and group-based encryption remain non-trivial for most users, especially in dy-
namic organizational contexts [30].
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Modern secure messaging platforms place strong emphasis on well-defined
group membership, user authorization, and clear separation of communication
channels. According to Bonneau et al. [5], all successful secure messaging appli-
cations treat group boundaries as essential system components. They explain
that membership changes, such as user arrival, departure, or expulsion, are man-
aged both at the protocol layer and within the user interface. This integration
ensures that the system remains consistent, transparent, and user-friendly when
group composition changes.

In enterprise communication environments, Gajek and Schwenk [13] analyze
various approaches to establishing and maintaining secure group sessions. Their
work highlights the importance of dynamic group management in open and
distributed systems, where users and their permissions can change frequently.
This concept is crucial for maintaining both security and usability in real-world
group communication settings.

The Matrix protocol [15] provides a practical example of these principles.
In Matrix, each communication room operates as a cryptographically enforced
group, where access control is fine-grained and metadata such as user roles and
invitations are both logged and auditable. This design not only improves trans-
parency and accountability but also demonstrates how group-based security can
be achieved in decentralized systems.

Despite the success of modern messaging platforms such as Signal, What-
sApp, and Matrix in implementing secure and manageable group communi-
cation, traditional email protocols still lack such functionality. Incorporating
similar group-aware security concepts into email standards could significantly
improve the confidentiality, integrity, and coordination of group communications
in the future.

There is a long tradition of seeking to overlay messenger-style boundaries
onto the email substrate. Two notable lines of research are:

1. Secure Group Email: Balenson et al. [4] proposed an architecture for
group email security, combining message encryption with centralized policy en-
forcement, arguing that “access control and group membership management
are inherently more complex in the store-and-forward email environment than
in synchronous messengers.” Their implementation, while flexible, required cen-
tralized group key management infrastructure and has not seen commercial
adoption.

2. Group Context and Awareness: Dourish and Bellotti’s groupware work [11]
showed that “awareness and coordination features are critical in collaborative
workspaces,” an insight now standard in commercial collaboration platforms
(Slack, Teams). However, native email clients, as surveyed by Garfinkel & Lip-
ford [14, 29], typically lack mechanisms for context-aware filtering, sender-group
affiliation visualization, or binding organizational attributes to messages.

3. Enforced Boundaries at Client or Server: Server-side filtering and policy
enforcement, as surveyed in [14, 29], is feasible for monolithic organizations,
but “is less effective in federated, cross-organizational environments common in
academia and partnerships.” Tariq et al. [32] describe a prototype built atop
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open-source email clients that “uses organization directory integration to pre-
vent both incoming and outgoing mail between defined in-group and out-group
addresses, irrespective of sender claims.” Their system demonstrates that “effec-
tiveness in group-based boundaries is most robust when enforced client-side and
supported by explicit directory or cryptographic policy integration.” However,
real-world deployment at scale remains elusive.

Beyond explicit policy enforcement, some research addresses user aids for
boundary awareness. Canfield et al. [7] analyze the effectiveness of interface
indicators distinguishing in-group/out-group senders. They find that “users
exposed to organization-based visual cues are significantly less likely to fall for
targeted phishing attacks,” but such cues are generally not integrated with core
mail protocols, limiting their deployment and standardization.

A recurring challenge is the openness and federated trust model of email.
Attempts to overlay access control lists or group-scoped encryption keying have
been stymied by inconsistent directory integration, legacy protocol constraints,
and the diversity of email hosting architectures.

Existing industry solutions often implement allowlists, deny-lists, and header
inspection at the gateway, but “these are brittle in distributed environments
with frequent personnel changes and complex collaborations” [14, 30]. Even
standards efforts like DMARC have focused more on origin authentication than
in-group exclusivity [12]. To summarize, the literature identifies several open
challenges:

• Enforcement of group boundaries: As shown in [32], while proto-
types exist, there is no mature, user-deployable tool that prevents email
exchange with out-group addresses at the client level and is compatible
with evolving group membership.

• Integration of cryptography and access control: While standards
like S/MIME and PGP ([28, 35]) supply the primitives for confidentiality
and authentication, they do not enforce messaging only within a defined
set of recipients. Management of group membership and associated key
material remains a major usability and operational challenge, as detailed
by [29] and [30].

• Visualization and user interaction: Security indicators can help, but
are not enough; enforcement must be “default-on” and transparent, not
reliant on user vigilance as per [7].

• Email universality and inter-domain constraints: As highlighted
by Garfinkel [14], any solution must address cross-domain trust and in-
teroperation while maintaining usability and respecting the decentralized
nature of email.

In conclusion, while policy-based, cryptographic, and interface-driven mech-
anisms for secure, in-group email messaging have all been studied, no open,
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standardized, or widely-deployed solution yet provides the robust ”messenger-
like” in-group/out-group enforcement needed in sensitive digital collaboration
on top of ubiquitous email protocols. The present thesis addresses precisely this
open research niche.
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3 Technical Foundation

Email communication relies on a robust set of standardized Internet protocols
that enable efficient transmission, storage, and retrieval of messages across di-
verse and distributed systems. Among these, the Simple Mail Transfer Protocol
(SMTP) serves as the principal protocol for sending emails, while the Internet
Message Access Protocol (IMAP) manages the retrieval and synchronization of
mail on client devices [19, 21]. A comprehensive understanding of these proto-
cols, alongside their inherent security considerations, forms the technical basis
necessary for developing a secure and group-oriented email client, which is the
focus of this thesis.

SMTP functions as a push protocol, facilitating the transfer of outbound
emails from a client or intermediate mail server to the recipient’s mail server
[19]. SMTP typically operates on TCP port 25 for plain text, while submission
and encrypted connections are commonly served via ports 587 (STARTTLS)
and 465 (SMTPS). Originally, SMTP was not designed with authentication
or encryption in mind, allowing attackers to spoof sender addresses and inter-
cept messages. To address these vulnerabilities, modern SMTP servers support
STARTTLS, a command used to upgrade an insecure connection to a secure
encrypted connection using Transport Layer Security (TLS) [3]. SMTP sessions
protected by TLS ensure that message content and authentication credentials
are encrypted during transmission, thus deterring man-in-the-middle attacks
and eavesdropping [10].

On the recipient side, IMAP enables clients to access, organize, and synchro-
nize messages stored on the mail server [21]. Unlike protocols that download
messages locally and delete them (such as POP3), IMAP preserves the state
of messages across multiple devices and sessions by maintaining folders and
read/unread status on the server. IMAP usually operates on port 143, with
a secure SSL/TLS variant on port 993 [3]. Securing IMAP sessions with TLS
similarly provides confidentiality and integrity protection for message retrieval,
safeguarding the client from interception or alteration of email during synchro-
nization.

Despite securing transport, email protocols inherently lack comprehensive
sender authentication at the user-visible level. SMTP allows the sender address
to be set arbitrarily, facilitating spoofing that attackers exploit to launch phish-
ing attacks, impersonating trusted correspondents [26, 16]. To combat this,
domain-level policies such as SPF, DKIM, and DMARC have been established.
SPF enables domain owners to specify which mail servers are authorized to send
mail on their behalf, DKIM attaches cryptographically signed headers to verify
message integrity and domain origin, and DMARC enables policy enforcement
and reporting regarding unauthenticated messages [25]. Although these frame-
works improve domain authentication, they operate mainly on the infrastructure
level and cannot entirely prevent spoofed or phishing messages from reaching
end-users [6].

End-to-end confidentiality and message integrity require encryption at the
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message level, which is not provided by default in standard email protocols [3].
To this end, cryptographic standards such as S/MIME and OpenPGP have been
developed, both relying on asymmetric encryption with public and private keys
to encrypt message content and to attach digital signatures [21]. S/MIME relies
on centralized Public Key Infrastructures (PKI) and digital certificates, while
OpenPGP employs a decentralized web-of-trust model for key validation [10].
User adoption has been hampered by complexity around key management and
interoperability between clients [26].

The approach in this thesis addresses these challenges using hybrid encryp-
tion, a method that combines the advantages of symmetric and asymmetric
cryptography [21]. For each message, a random symmetric key (e.g., AES) en-
crypts the email content efficiently. This key is then encrypted asymmetrically
(e.g., RSA-OAEP 2048-bit) for each intended recipient’s public key, ensuring
only authorized parties can access the symmetric key to decrypt the message
[21]. This hybrid scheme efficiently secures message content and facilitates con-
trolled group communication by enabling the sender and recipients to share keys
securely.

Key generation and management occur entirely on the client side, consistent
with a zero-knowledge design philosophy. Each user’s private key is generated
locally (in the browser for a web-based client), never transmitted to the server
unencrypted, and stored securely on the client device [10, 23]. The correspond-
ing public key is sent to the server and made available for encrypting messages
to the user or verifying signatures. To guard against loss of keys, a recovery
passcode system encrypts and backs up the private key to the server in a form
that only the client can decrypt upon entering the passcode. This design ensures
that the server operator cannot decrypt user messages, reinforcing user privacy
and security [23].

All client-server communications for mail retrieval and submission occur over
encrypted TLS channels, preventing interception of credentials, commands, or
message content in transit [10]. TLS 1.3, the current standard, provides im-
proved security and performance, including forward secrecy and resistance to
several classes of attacks [10]. Secure channels are used not only for SMTP
and IMAP connections but also for all auxiliary communication with backend
services managing workspaces, channels, and key metadata.

Modern email client architectures commonly support dual operational modes.
The first, an external mode, functions as a standard email client enabling com-
munication with the general Internet. The second, an internal mode, introduces
workspace-like structures, facilitating group-centric communication with collab-
oration features reminiscent of platforms such as Slack or Microsoft Teams [24,
2].

The internal mode enforces strict group boundaries by blocking any inbound
or outbound email traffic to addresses outside the defined group, regardless of
the sender field, preventing phishing and unauthorized contact. Messages within
the workspace are encrypted end-to-end with the aforementioned hybrid scheme,
ensuring confidentiality and authenticity. The client application transparently
manages encryption, key exchange, and message decryption without requiring
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user intervention or knowledge of cryptographic details, supporting usability
and broad acceptance.

In conclusion, the technical foundation underpinning a secure, phishing-
resistant email client combines classical Internet mail protocols—SMTP and
IMAP—with modern transport layer encryption (TLS) and message-level hybrid
cryptography. Coupled with client-side key management and zero-knowledge
security principles, this architecture enables contextual, group-limited messag-
ing built atop the global email infrastructure. The design preserves email’s
universality while adding crucial security and usability improvements, directly
addressing the research question and hypothesis of this thesis.
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4 Safe Messenger based on Email

This chapter introduces the architecture and key features of the Safe Email
Client, a system designed to enforce strict in-group and out-group communi-
cation boundaries while preserving the fundamental versatility of traditional
email. Our approach keeps the familiar email transport (SMTP/IMAP) but
adds strict, client- and server-side checks that ensure messages stay within a de-
fined workspace. The solution is structured around two major components—a
secure backend service and an intuitive frontend client—that together provide
both security and usability. The frontend offers a channel-like experience similar
to team messengers, while the backend acts as a policy enforcement point that
integrates seamlessly with standard mail protocols.

The system architecture, illustrated in Figure 1, consists of a backend imple-
mented in Python using FastAPI, and a frontend web interface built with Vue.js
and Bootstrap. The backend mediates all contacts with real email servers via
IMAP and SMTP, acting on behalf of users to ensure compatibility with orga-
nizational infrastructures and support for external mail services. In practice,
it terminates HTTPS, validates short-lived tokens (JWT), applies workspace
policies on every send/receive operation, and relays permitted traffic to the
user’s actual mailbox. User authentication, workspace management, and ses-
sion handling are managed centrally within this backend, which also maintains
up-to-date records of group membership and enforces access control lists rel-
evant to each workspace or organization. The backend stores only minimal
metadata (addresses, timestamps, delivery flags) and avoids persisting plain-
text message content; internal messages are processed as opaque ciphertext to
preserve end-to-end confidentiality. For cryptographic usability, the backend
provides a public-key directory for in-group discovery, while private keys re-
main on the client (or are backed up only in client-side–encrypted form). This
separation of roles allows a clean integration with existing providers, multi-
tenant deployments, and clear auditing of policy decisions without sacrificing
the openness of email.

Frontend (Browser)

Backend (FastAPI)

Database
Email Server

Figure 1: System architecture of the Safe Email Client.
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To safeguard group boundaries, the backend implements comprehensive fil-
tering policies: incoming and outgoing messages are examined so that only
communication permitted by the workspace settings is allowed. Any attempt
to correspond with out-group addresses is automatically blocked or flagged ac-
cording to defined policy. Security is further strengthened through a strictly
protected REST API layer, which is accessible only through authenticated, en-
crypted HTTPS connections. Importantly, to maximize privacy, the backend is
designed to store only basic metadata—such as sender and recipient addresses,
timestamps, and delivery status flags—while the content of messages or attach-
ments is never persisted except in encrypted, in-memory processing.

On the client side, the frontend is implemented as a modern single-page
application (SPA) that interacts with the backend exclusively via API calls.
The design emphasizes clarity and ease of use, presenting email threads and
channels in a unified interface inspired by popular collaboration platforms such
as Slack [1]. Each workspace is treated as a distinct communication chan-
nel, with messages clearly labeled according to their organizational context
and sender/recipient affiliation, providing users with an intuitive view of group
boundaries.

The frontend is deliberately designed forminimal configuration, requiring
only a standard web browser and an active internet connection to operate. The
first step for a new user is to register a supported email address and provide
a display name; there is no need to create an additional email account, as the
system leverages the user’s existing email infrastructure.

After successful registration, as shown in Figure 2, the system generates
and displays a unique recovery key that must be securely stored by the user.
This recovery key is essential for account recovery and private key restoration
when accessing the system from different browsers, devices, or after clearing
browser data. The key is cryptographically generated and displayed only once
during the initial registration process, emphasizing the importance of immediate
secure storage. Users are strongly advised to save this key in a secure password
manager or other protected storage medium.

Once the recovery key has been acknowledged and stored, the user can pro-
ceed to log in with their email address and the password associated with their
existing email provider. The functioning of the recovery key mechanism and its
role within the cryptographic key management system will be discussed later in
this section.

14



Figure 2: Successful user registration

The registration process maintains a careful balance between security and
usability by eliminating the need for complex configuration while ensuring that
users maintain control over their cryptographic credentials through the recovery
key mechanism.

End-to-end encryption is employed for message contents whenever possible,
with all cryptographic operations and key storage taking place entirely within
the browser. This ensures that plaintext messages never leave the client device
and remain invisible to the backend at all times. The interface incorporates
modern usability standards from frameworks such as Bootstrap, guaranteeing
responsive layouts, clear visual cues for group and channel membership, and
minimal risk of user error even under restrictive security policies. By combining
familiar design patterns from Slack with robust security practices, the frontend
provides both accessibility and protection without imposing additional configu-
ration burdens on the user.

The Safe Email Client can operate in one of two modes. In external mode,
the application behaves like a conventional email client, permitting users to
send and receive messages to and from any email address, internal or external,
without special restrictions. This mode is intended for general correspondence
and scenarios in which open communication is appropriate. Conversely, internal
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mode enforces strict constraints: users are prevented from sending or receiving
messages outside their designated workspace or organization, ensuring that all
communication is contained within predefined group boundaries. Any attempt
at external correspondence is blocked at the application level, providing a high
assurance that sensitive discussions and data remain inside trusted domains.

Figure 3 provides an example of the user interface navigation, enabling users
to easily switch between different modes and workspaces, while always making
the current context and communication boundaries explicit.

Figure 3: Application navigation on the user interface

4.1 Communication and Key Management

Users begin by entering their email address and the corresponding password
for the real email server directly into the frontend application. Upon successful
authentication, the backend generates a JSON Web Token (JWT), which it se-
curely stores together with the encrypted email server password in its database.
This token is then returned to the frontend and must be included in the HTTP
header of every subsequent API request, typically formatted as Authorization:
Bearer <token>. When the backend receives such a request, it verifies the
token’s validity, decrypts the stored password if necessary, and uses these cre-
dentials to connect to the actual email server via IMAP or SMTP on behalf of
the user. Session time limits are enforced to improve security; once the token
expires, the user must reauthenticate, thereby invalidating the previous token
and preventing unauthorized access.

Each user maintains a unique asymmetric key pair consisting of a public
and a private key. Key generation occurs exclusively on the client side, ensuring
full user control and enhanced privacy. The public key is automatically sent
to and stored on the backend server, enabling secure encrypted communication
between users. The private key, however, remains securely stored only on the
user’s device. This design operates transparently, without requiring the user
to manually export or import keys, thus simplifying setup and usage. During
initial registration, users are also provided with a recovery code, known as the
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Recovery Passcode, which serves as a backup mechanism for key restoration in
case the private key is lost or the device becomes inaccessible.

The creation of the user’s key pair is performed entirely on the client side,
within the browser environment, using the RSA-OAEP algorithm. After gener-
ation, the private key is exported in PKCS8 format and immediately encrypted
using an AES-GCM key. This AES key is derived from the user’s recovery
password through PBKDF2, combined with a randomly generated salt. The
encrypted private key, along with the salt and initialization vector (IV), is then
transmitted to and securely stored on the backend server.

When a user needs to restore their private key, for instance on a new de-
vice, they enter their Recovery Passcode, which allows the client to re-derive the
AES key and decrypt the private key locally. Once decryption succeeds, the
private key is imported back into the browser and becomes available for mes-
sage decryption operations. Table 1 summarizes the cryptographic architecture
underlying the key management system.

Area Description
Key Generation Client-side (browser); RSA-OAEP 2048 bits;

SHA-256 hash
Public Key Format: SPKI; automatically sent to and stored

on the backend
Private Key Format: PKCS8; remains local; encrypted and se-

curely stored on the backend
Private Key Encryption AES-GCM 256 bits; PBKDF2 key derivation; Salt

128 bits, IV 96 bits
Recovery Password-based using Recovery Passcode; decryp-

tion only on client side

Table 1: Key management and cryptographic details

4.2 Backup and Recovery

During user registration, the private key is encrypted locally on the client before
being safely transmitted and stored on the backend server. The backend itself
has no capability to decrypt this key, ensuring that only the rightful user can
access it. When logging in from a new device, the client checks whether a
private key is available locally. If none is found, the user can securely restore
it using the previously issued Recovery Passcode. This mechanism guarantees
that users can regain access to encrypted messages without compromising the
confidentiality of their private key.

The scenario shown in the images below demonstrates how the system han-
dles missing key situations. A user logs in on an unknown device and attempts
to open an internal direct message within the workspace. Because the private
key is not available, the message cannot be decrypted, and the interface dis-
plays a warning stating “Cannot decrypt message” along with the error “Your
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private key is missing.” When the user navigates to their profile, the system
clearly indicates that the private key is missing and prompts the user to recover
it by entering the recovery code. This process ensures both usability and data
protection during account recovery, as illustrated in Figure 4.

Figure 4: User logged in on an unknown device tries to read an internal direct
message. The message content cannot be decrypted because the private key is
missing.

4.3 Secure Email Communication with Hybrid Encryp-
tion (Internal)

The SafeEmailMessenger application is designed to provide secure communica-
tion between workspace members while still using standard email infrastructure
as the transport medium. In this model, messages are transmitted as regular
emails but can only be decrypted and viewed within the SafeEmailMessenger
interface. This ensures that even though the underlying transport is conven-
tional email, the actual message content remains protected and inaccessible to
traditional email clients.

At the core of this concept lies the principle of hybrid encryption. Each
internal message is first encrypted using a randomly generated symmetric AES
key to ensure efficiency and speed. This AES key is then encrypted twice using
asymmetric RSA encryption:

• once with the recipient’s public key, allowing the recipient to decrypt it
using their private key and access the message, and
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• once with the sender’s public key, enabling the sender to decrypt their
own copy and view the message later in the “Sent” folder.

Through this mechanism, both the sender and the recipient are able to de-
crypt the message content with their respective private keys. As a result, end-to-
end encryption (E2EE) is achieved within the workspace, while still maintaining
interoperability with standard email delivery protocols. An example of the en-
crypted message payload, represented in a JSON-like format, is shown below:

{

"subject": "Internal Direct Message (Workspace 1)",

"from": "john@example.at",

"to": "doe@example.at",

"iv": "6jhm0llo2h6Kjho2",

"encrypted_key": "ChVa7CUNnUJScEyXBr40SNCkoMZF0...",

"encrypted_body": "LRdrarJPOtSQNobTz370JRD9OVZo+..."

}

In this structure, the field “iv” represents the AES initialization vector used
for symmetric encryption, “encrypted key” contains the AES key encrypted
with RSA for both sender and receiver, and “encrypted body” stores the ci-
phertext of the actual message content.

This hybrid encryption approach combines the performance advantages of
symmetric cryptography with the security guarantees of asymmetric key ex-
change. It ensures confidentiality and controlled accessibility while leveraging
email as a universal and familiar message transport layer. Consequently, mes-
sages remain readable only inside the SafeEmailMessenger application, provid-
ing a practical yet secure solution for internal workspace communication.

4.4 Case Study: Multi-Client Accessibility and Message
Persistence

A relevant case study considers scenarios where users access their email through
multiple clients. While users can log into their email account using any stan-
dard email client (such as Outlook or Thunderbird), encrypted messages sent
via SafeEmailMessenger will not be readable in these third-party clients—they
will only appear as encrypted content. However, this interoperability intro-
duces an important consideration: if a user deletes these encrypted messages
through another email client, the messages will be permanently removed from
the email server and consequently become inaccessible in SafeEmailMessenger
as well. This occurs because the system does not maintain a separate local
message store and relies entirely on the email server as the single source of
truth for message persistence. This design emphasizes the importance of using
SafeEmailMessenger as the primary client for managing encrypted communica-
tions while maintaining compatibility with the broader email ecosystem.

In addition to the hybrid encryption mechanism, several other functionalities
have already been implemented in the current version of the SafeEmailMessenger
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system. One of them is the ability to invite new members to a workspace through
an email invitation. A registered user can send an invitation email containing
a secure link to another person. By clicking on this link, the invited user can
register and automatically join the corresponding workspace. This approach
provides a simple and familiar onboarding process that integrates seamlessly
with standard email communication while maintaining a secure workflow.

Each user can be a member of multiple workspaces at the same time. This
design allows separation between different projects, teams, or organizations,
providing flexibility and scalability for collaborative environments. Within each
workspace, additional channels can be created to structure communication ac-
cording to topics or departments, similar to modern team-messaging platforms.

In the internal communication mode, users can exchange direct messages
or participate in group discussions within a single channel. Technically, com-
munication inside a channel is realized as the exchange of multiple individually
encrypted end-to-end messages between participants. This ensures that even in
a group context, every transmitted message maintains the same level of confi-
dentiality and cryptographic protection as a direct message between two users.
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5 Evaluation and Discussion

This section presents an empirical and inferential evaluation of the Safe Email
Client in light of the central research question RQ1 — whether it is possible
to create a usable email client that is safe from phishing — and the hypothesis
H1 that such a system can be designed purely based on email and encryption.
The analysis combines descriptive insights from a structured user survey with
an exploratory proportion test to provide an initial inferential perspective on
user acceptance and perceived security. This mixed-methods approach allows
for both quantitative validation of security perceptions and qualitative under-
standing of adoption barriers in real-world workplace contexts.

The evaluation employed a cross-sectional survey design administered to 13
participants recruited through professional networks and technology-oriented
communities. Data collection occurred over a three-week period using Google
Forms, with participants representing diverse professional backgrounds to en-
sure varied perspectives on email usage and security requirements. The survey
instrument comprised ten core statements measured on a 4-point Likert scale
(0 = strongly disagree to 3 = strongly agree), complemented by demographic
questions addressing gender, age, and occupational background.

The participant cohort demonstrated balanced gender distribution with 6
male (46.2%) and 7 female (53.8%) respondents. Age distribution revealed a
concentration in the 35-50 year bracket (69.2%), with younger adults aged 18-20
representing 23.1% of the sample, and the 21-34 age group comprising the re-
maining 7.7%. The absence of participants aged 51+ suggests the sample skewed
toward digitally-engaged working professionals, potentially limiting perspectives
from older user groups who may face different technological challenges.

Occupational diversity was notable, with IT professionals forming the largest
subgroup (33.3%), followed by logistics specialists (16.7%), and individual rep-
resentatives from administration, hospitality, medicine, sales, software develop-
ment, and retail sectors. This professional heterogeneity provides valuable in-
sights from both technical domains and non-technical operational roles, though
the predominance of IT backgrounds may inflate overall security awareness com-
pared to the general workforce population.

Analysis of email usage behavior revealed that email remains a critical work-
place communication tool, with 61.5% of participants reporting daily use of
email for professional purposes. This finding aligns with industry reports em-
phasizing email’s persistent dominance in organizational communication despite
the proliferation of alternative messaging platforms.

Phishing exposure data indicated significant security challenges in current
email ecosystems. A majority of respondents (53.8%) reported receiving phish-
ing emails within the past week, while 38.5% admitted to having previously
clicked on suspicious links or being deceived by phishing attempts. These fig-
ures underscore the persistent effectiveness of social engineering attacks even
among relatively technology-proficient users. The finding that nearly two-fifths
of participants had fallen victim to phishing attempts highlights the critical
need for enhanced protective measures in email clients.
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Participant confidence in identifying phishing emails showed moderate lev-
els, with 61.6% agreeing or strongly agreeing with their ability to recognize
malicious messages (38.5% agree, 23.1% strongly agree). This perceived compe-
tence contrasts with the actual phishing victimization rate, suggesting potential
overconfidence in phishing detection abilities—a phenomenon documented in
cybersecurity literature as the “overconfidence bias” in threat assessment.

A particularly revealing finding emerged from platform preference data:
84.6% of respondents rejected the notion that they preferred alternative mes-
saging tools (e.g., Slack, Microsoft Teams) over email. This strong preference
for email as a primary communication medium reinforces the strategic impor-
tance of securing email infrastructure rather than attempting to migrate or-
ganizational communication to new platforms. The persistence of email as a
workplace staple suggests that security innovations within the email ecosystem
may achieve greater adoption than competing platforms that require workflow
changes.

The evaluation revealed nuanced perspectives on system adoption. While
46.2% of respondents expressed willingness to use Safe Messenger as their de-
fault work client, a much stronger majority (92.3%) agreed or strongly agreed
that the system could improve communication within their organizations. This
disparity between individual adoption intent and perceived organizational ben-
efit suggests that deployment decisions may be influenced by factors beyond
individual preference, such as IT policy, interoperability requirements, and mi-
gration costs.

Usability perceptions were overwhelmingly positive, with 92.3% of partici-
pants disagreeing that the system was too complicated to use. This strong us-
ability rating is particularly significant given the security features implemented,
suggesting that the prototype successfully balanced security complexity with
user experience simplicity—a critical requirement for hypothesis H1.

Security perceptions reached unanimous agreement, with all participants
(100%) affirming that Safe Messenger provides better protection against phish-
ing attacks than traditional email clients (69.2% strongly agree, 30.8% agree).
However, the advocacy gap persisted, as only 46.2% indicated they would ac-
tively recommend the system to colleagues. This discrepancy between personal
security satisfaction and willingness to advocate may reflect concerns about
implementation complexity, interoperability issues, or organizational suitability
rather than doubts about the core security value proposition.

To extend beyond descriptive findings, proportion tests were conducted to
determine whether positive response rates significantly differed from a neutral
benchmark of 50%. The formal hypothesis framework was defined as:

H0 : P (X = 2or3) = 0.5

H1 : P (X = 2or3) ̸= 0.5

For the key security statement “I feel that this email client protects me better
against phishing attacks,” all 13 responses were positive (2 or 3), yielding an
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observed proportion of 1.0. The two-sided proportion test produced a p-value
¡ 0.001, allowing rejection of H0 and supporting the conclusion that positive
security perceptions significantly exceed neutral expectations.

Similarly, the statement “I believe this email client would improve commu-
nication in my company” received 12 positive responses out of 13 (p < 0.05),
again significantly surpassing the neutral benchmark. These results provide sta-
tistical confidence that the security and communication benefits are not due to
random variation.

In contrast, adoption-related items such as “I would consider using this client
as my default” showed no statistical significance (6 of 13 positive responses,
p ≈ 0.78), indicating genuinely ambivalent attitudes toward personal adoption
despite recognizing the system’s security advantages.

Several limitations warrant consideration when interpreting these findings.
The small sample size (N = 13) restricts statistical power and generalizability,
though the effect sizes observed in security perceptions were substantial enough
to achieve significance despite this limitation. The concentration of IT pro-
fessionals (33.3%) likely inflated technical competence and security awareness
relative to broader user populations. Additionally, the age distribution skewed
toward middle-aged professionals (35-50 years), potentially underrepresenting
both digital natives and older users who may exhibit different security behav-
iors and adoption patterns.

The evaluation relied exclusively on self-reported perceptions rather than be-
havioral metrics. Future research should incorporate objective measures such as
simulated phishing click-through rates, task completion times, and error rates to
complement subjective security assessments. Longitudinal studies tracking ac-
tual adoption and usage patterns would provide valuable insights into sustained
engagement and real-world security effectiveness.

In conclusion, the analysis demonstrates that Safe Messenger effectively en-
hances users’ perceived protection against phishing while maintaining usability
standards that facilitate positive user experiences. The inferential testing con-
firms that positive security perceptions are statistically significant, providing
substantial support for the central hypothesis H1 that a usable and phishing-
resilient system can be developed using email and encryption technologies.

The findings validate the core research proposition while highlighting the
complexity of adoption dynamics in organizational contexts. While security ef-
fectiveness is clearly recognized and valued by users, translation into widespread
adoption depends on addressing implementation barriers, interoperability con-
cerns, and organizational workflow integration. Future development should fo-
cus on enhancing onboarding processes, expanding configuration options for
diverse email environments, and demonstrating compatibility with existing en-
terprise systems.

The findings confirm that robust security and user-friendly design can co-
exist in modern email systems. Safe Messenger’s integration of standard in-
frastructure and end-to-end encryption illustrates a practical path toward safer
communication without sacrificing usability.
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6 Conclusion and Future Work

This thesis addressed a fundamental security challenge in modern digital com-
munication: the inherent structural vulnerability of email systems that allow
unlimited message exchange between any parties without built-in trust verifi-
cation or group boundary enforcement. The open nature of traditional email
protocols, while enabling global connectivity, creates significant attack surfaces
for spoofing, phishing, and social engineering attacks that compromise organiza-
tional security and erode user trust. In response to these critical vulnerabilities,
we conceived, designed, and implemented a Safe Messenger based on Email—a
novel web-based email client that fundamentally reimagines email communica-
tion by enforcing strict communication boundaries within defined trust groups
while maintaining controlled interoperability with external contacts.

The core innovation of this work lies in achieving maximum security
through minimal setup requirements, strategically leveraging existing email
infrastructure without mandating users to create new email accounts or install
complex software packages. This approach significantly lowers adoption barriers
while maintaining robust security guarantees. The implemented client archi-
tecture operates through two distinct yet complementary modes: the external
mode functions as a conventional email client with full compatibility standard
email workflows and global internet communication, while the internal mode
enforces rigorous group communication policies that effectively create secure
workspace channels analogous to modern collaboration platforms like Slack or
Microsoft Teams, but operating exclusively through standardized email proto-
cols. Crucially, the system processes all communication via existing email server
infrastructure without storing messages locally on client devices, ensuring com-
patibility with organizational IT policies and backup systems.

From a security architecture perspective, the application integrates multiple
advanced protection mechanisms to safeguard user data and ensure communi-
cation integrity. All client-server interactions employ JSON Web Token (JWT)
authentication with appropriate expiration policies, while connections to email
servers are secured through robust SSL/TLS encryption protocols. The system
follows a strict zero-knowledge design philosophy where critical security oper-
ations—including key generation, encryption, and decryption processes—occur
exclusively on the client side, preventing server-side access to plaintext message
content under any circumstances. The implementation of end-to-end encryp-
tion (E2EE) utilizes hybrid cryptographic approaches that strategically combine
the computational efficiency of symmetric encryption with the robust security
properties of asymmetric cryptography, ensuring message confidentiality within
defined user groups while maintaining practical performance characteristics.

The current system architecture employs a modular design with distinct
frontend and backend components, a decision that supports organized devel-
opment workflows, facilitates independent scaling of system components, and
enables specialized optimization of each layer. While consideration has been
given to potential future consolidation into a monolithic application structure,
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the existing separation provides significant advantages for enterprise deployment
scenarios, including the ability to independently update user interface compo-
nents without disrupting core service functionality and enabling flexible load
balancing strategies for high-availability deployments.

Looking forward, Future Work will focus on enhancing usability, strength-
ening security guarantees, and achieving production readiness. The findings
indicate that while users recognize the security benefits, adoption depends on
seamless integration and ease of use—hence, future development must reduce
implementation barriers and improve compatibility with existing enterprise ecosys-
tems.

A primary goal is the establishment of a production-ready hosting envi-
ronment with enterprise-level reliability, monitoring, and automated update
mechanisms. Further development will streamline onboarding processes, enable
integration with organizational systems, and support structured team-based de-
ployments with centralized management tools.

Technical improvements will include broader IMAP/SMTP compatibility,
comprehensive mobile support, and enhanced key management through multi-
factor recovery, biometric authentication, and hardware security keys. Empirical
validation through larger, long-term user studies will evaluate usability and
adoption under real-world conditions.

Security and performance will be further validated through penetration test-
ing, simulated attack scenarios, and stress testing under high workloads. Ad-
vanced research will explore intelligent anomaly detection, integration with Se-
curity Information and Event Management (SIEM) systems, and cryptographic
enhancements such as forward secrecy and post-compromise protection.

Overall, future work aims to transition the Safe Messenger from a functional
prototype to a secure, scalable, and user-friendly communication platform suit-
able for enterprise deployment.

In conclusion, this thesis demonstrates both the feasibility and practical
viability of designing and implementing a secure email client that enforces
stringent communication boundaries and employs strong cryptographic protec-
tions—without compromising the ubiquitous reach, flexibility, and familiarity
that make email an enduring communication medium. By strategically com-
bining traditional email protocols with modern encryption technologies and
thoughtfully designed group policies, the Safe Messenger based on Email rep-
resents a promising evolutionary step toward more secure, organized, and user-
friendly enterprise communication ecosystems. The positive security perceptions
and identified adoption considerations provide a solid foundation for continued
development, refinement, and eventual real-world deployment of this innovative
approach to email security.
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